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Firewall core switch connection

Overview

Point-to-point links are used between each element, and Fortinet recommends
using the MCLAG and dual ICLs between the core switches. The stack is
connected to two Secure Firewalls 3105. Routes on the Core for all. My
colleague argued that internet connections should not be terminated on the
core switches or internal access switches but rather directly on the firewall or
using dedicated external WAN switches. Our Network. core switch - NAT
configuration, vlan configuration and DHCP connection ASA firewall - only filter
traffic You should probably hire a professional to do the setup, because you
would probably not do a secure setup. ASA does traffic filtering and NAT.
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Firewall core switch connection

With 8x100-GbE QSFP28 slots per FortiGate unit, it
provides enough capacity to directly connect with
2x100-GbE ports to each of the two core
FortiSwitch units at a nonstop forwarding capacity
of up to …

Your core does not need to have an IP if it''s
connected over L2 and your firewall is doing the
routing. You would set a dedicated managment IP
for the switch so you can access it.

If your network consists of several internal
routable subnets and the devices/systems on
those subnets communicate regularly and do not
warrant being separated by firewalls, the gateway
…

Solved: Hello, I am asking myself what others
recommend for the connection between core
switch and Firewall. The setup is the following:
Two Catalyst 9300 Core switches in stack.

Learn when to use core switch routing vs next-
generation firewall routing in enterprise networks.
Explore performance, security zones, VRF design,
and hardware platform selection.

© 2026 SMB AI-Systems & High-Speed Interconnect - All rights reserved



Page 3/4

You want to simply extend L2 all the way from the
access switch to the firewall so all ports need to be
L2 until they get to the L3 interface on the firewall.
One thing to check is your access …

In cases where there''s a HA firewall setup, I
believed that, instead of introducing another
switch between the ISP and the firewall cluster, it
makes sense to connect the ISP directly to the
core switch and …

The best way from a security standpoint is to have
a physically separate switch connecting the ISP
handoff to the firewall, if a switch is needed at all.
A switch would only be needed if there …

In my research I''m getting mixed suggestions -
Some say that core switches are for routing, when
others say that core switches have to be as fast as
possible and have minimal tasks dedicated to
them.

I have been assigned for my first project ever as
network engineer, things seems to be going
smoothly, but there''s something which is not clear
to me. After configuring VLANs on the Core, …
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Contact Us

For more information, pricing, or custom solutions, please contact us:

Website: https://samastersbaseball.co.za
Email: sales@samastersbaseball.co.za
Phone: +27 63 874 2095
Address: 15 Innovation Drive, Technopark, Stellenbosch, 7600, South Africa

This document is for informational purposes only. Specifications subject to
change without notice.
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